Election Authority

Choose large prime p

Choose generator a € {2,3,...,p — 2}
Choose private key d € {2,3,...,p — 2}
Generate 8 = a? mod p

(p, @, B) l

Voter;

Choose vote v;

Choose private key a; € {2,3,...,p — 2}
Compute ephemeral key Kg, = a* mod p
Compute masking key Kj;, = % mod p
Compute encrypted vote v; = v; K, mod p
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{Kg,,Kg,,..Kg,} Vote Average Calculator
- Kg,,..Kg,

Compute product [] v; of the votes

l [T
Election Authority
For each Kg, compute K, = K g‘i mod p and K;/‘,t mod p
Compute [ K, - [[9; mod p
= (K;AKXA---Kﬁ}i)(@ﬂz---ﬁn) mod p
= K, 01Ky U2... K} 9, mod p
= V1V2...V, mod p




