
Election Authority
Choose domain parameters a, b, p,G, n, h
Choose private key d where 1 ≤ d ≤ n− 1
Compute public key β = dG

Voteri
Choose vote vi on the curve
Choose private key ai where 1 ≤ ai ≤ n− 1
Compute ephemeral key aiG = KEi

Compute masking key aiβ = KMi

Compute encrypted vote v̌i = vi +KMi

Vote Average Calculator
Compute

V̌ =
∑

1≤i≤n

v̌i = v̌1 + v̌2 + ...+ v̌n

Election Authority
Compute masking key

KM =
∑

1≤i≤n

dKEi

Compute masking key inverse

= −KM

Compute the sum of plaintext votes.

V̌ −KM = v̌1 + v̌2 + ...+ v̌n − dKE1 − dKE2 − ...− dKEn

= v1 + a1β + v2 + a2β + ...+ vn + anβ − (dKE1
+ dKE2

+ ...+ dKEn
)

= v1 + a1dG+ v2 + a2dG+ ...+ vn + andG− (da1G+ da2G+ ...+ danG)

= v1 + v2 + ...+ vn =
∑

1≤i≤n

vi
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