Election Authority

Choose domain parameters a, b, p, G,n, h
Choose private key d where 1 <d <n —1
Compute public key g = dG

Voter;

Choose vote v; on the curve

Choose private key a; where 1 < a; <n —1
Compute ephemeral key a;G = K,
Compute masking key a;8 = Ky,
Compute encrypted vote v; = v; + Ky,

Vote Average Calculator
Compute

V= Z U; = U1 + Vs + ... + Uy

1<i<n

Election Authority
Compute masking key

Ky = Z dKE,

1<i<n

Compute masking key inverse
=Ky

Compute the sum of plaintext votes.

V—KM:’UH +Uv2+...+’Uvn—dKEl —dKE2 —...—dKEn
=vy+af+vetaf+..+v,+a,8—(dKg, +dKg, + ...+ dKg,)
=v1 + a1dG + vy + a2dG + ... + v, + 0, dG — (da;G + dasG + ... 4+ da,,G)

=v1+v2+..+v, = E V;
1<i<n



